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Abstract

Data privacy is a central concern in many applications involving ranking from incomplete
and noisy pairwise comparisons, such as recommendation systems, educational assessments,
and opinion surveys on sensitive topics. In this work, we propose differentially private al-
gorithms for ranking based on pairwise comparisons. Specifically, we develop and analyze
ranking methods under two privacy notions: edge differential privacy, which protects the
confidentiality of individual comparison outcomes, and individual differential privacy, which
safeguards potentially many comparisons contributed by a single individual. Our algorithms—
including a perturbed maximum likelihood estimator and a noisy count-based method—are
shown to achieve minimax optimal rates of convergence under the respective privacy con-
straints. We further demonstrate the practical effectiveness of our methods through experi-
ments on both simulated and real-world data.
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1 Introduction

As personal data are more extensively collected and analyzed than ever, the importance of privacy
protection in data analysis is also increasingly recognized. In this paper, we consider privacy-
preserving methods for ranking from pairwise comparisons. In this ranking problem, the data
analyst observes random and incomplete pairwise comparisons among items that follow some
unknown ranking, with higher ranked items more likely, but not guaranteed, to prevail over lower
ranked ones. The analyst then tries to infer the underlying ranking from the noisy comparison

results. The extensive applied research on this topic attests to its practical relevance.
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e Pairwise comparison in sensitive survey data: Pairwise comparisons in surveys provide
a structured approach for respondents to express their relative preferences across a wide
range of options. For instance, a survey by [53] was conducted to gauge public sentiments
on immigration. The study involved 98 student participants, each of whom responded to at

least one pairwise comparison drawn from four extreme statements regarding immigrants.

e Pairwise comparison in recommendation systems. Pairwise comparisons are widely
used in recommendation systems that capture users’ preferences between pairs of items such
as movies, books, or other consumer products. For example, [5] proposed a method in which
customers are presented with a series of paired preference questions (e.g. “Do you prefer

item A over item B?”). The preferences are then used to infer personalized rankings.

e Pairwise comparison in education. Pairwise comparison can serve as an effective tool for
educational assessment. For instance, [30] describes a study in which teachers used a pairwise
comparison procedure to grade student works and construct a performance scale. The study
found that teacher judgments were internally consistent and showed strong correlation with

scores from a large-scale standardized test administered to the same group of students.

Privacy is a critical concern in many applications involving ranking from pairwise comparisons.
For example, in the educational assessment study by [30], teachers’ preferences between pairs
of student assignments should remain confidential. Similarly, in the survey conducted by [53],
respondents were asked to express preferences between pairs of political positions—data considered
sensitive due to the controversial nature of the statements and the potential ramifications for
individuals if their views were made public.

Motivated by the importance of protecting privacy in such settings, we develop statistically
optimal algorithms for ranking from pairwise comparisons under differential privacy (DP) con-
straints. Differential privacy [24, 23] is the most widely adopted framework for privacy-preserving
data analysis, offering strong formal guarantees that the output of an algorithm reveals provably

little about any individual data point. At the same time, it supports the design and implementa-



tion of efficient algorithms. In this paper, we propose and analyze DP algorithms for ranking from
pairwise comparisons and show that they achieve statistical optimality under the DP constraint:

no other differentially private algorithm can attain a faster rate of convergence to the true ranking.

1.1 Main Results and Our Contribution

Edge DP and individual DP. A differentially private algorithm guarantees that its outputs on
two adjacent datasets are statistically similar. Two datasets are adjacent if they differ by exactly
one unit of data. In essence, a DP algorithm ensures that its output does not depend significantly
on any single unit of data, thereby preventing inference about the presence or absence of any
individual in the input. However, as discussed in [4], the definition of adjacency, and thus the
unit of data, depends on the context. For instance, in a census, a unit might be a person or a
household, while in business analytics, it could be a single transaction. In the context of ranking
from pairwise comparisons, two natural notions of adjacency arise, leading to two corresponding

definitions of differential privacy:
e Edge DP: Two datasets are adjacent if they differ by a single pairwise comparison outcome.

e Individual DP: Two datasets are adjacent if they differ in the comparisons contributed by a

single individual.

To the best of our knowledge, this paper is the first to simultaneously consider both definitions of
DP and rigorously analyze them in the context of ranking from pairwise comparisons.

Optimal parametric estimation with differential privacy. Under the parametric Bradley-
Terry-Luce (BTL) model for pairwise comparisons [9, 36], we introduce in Section 2.1 a perturbed

maximum likelihood estimator of the following form:

0 = argmin £(6;y) + %HOH% +w'l, w= (wy, wa, -+, wy) i Laplace()),
6cRn

where £(0,y) is the likelihood function, @ is the vector of latent parameters which determine the



items’ ranks, and y is the data set of pairwise comparisons. We then show that the estimator
respectively satisfies edge DP and individual DP for two different choices of (v, \), in Sections
2.1 and 3.1. It is further shown by Theorems 2.2 and 3.2 that the estimator’s respective rates of
convergence under edge DP and individual DP are optimal.

Optimal nonparametric ranking with differential privacy. In the absence of parametric
assumptions, we show that ranking items based on noisy counts of wins — with appropriately
calibrated noise distributions — satisfies either edge differential privacy or individual differential
privacy. Moreover, this simple approach is statistically optimal: it accurately ranks items across
the broadest possible regime of sample sizes and privacy levels. Specifically, in Theorems 2.3 and
2.4, we show that ranking by noisy counts succeeds at identifying the top k items whenever the
strengths of the k-th and (k + 1)-th items are separated by a certain threshold, and no other edge
DP algorithm will succeed below this threshold. Theorems 3.3 and 3.4 contain similar results for
individual DP.

Entrywise analysis of DP algorithms. The study of differentially private ranking also
yields insights of broader methodological interest. In particular, the perturbed maximum like-
lihood estimator (MLE) achieves differential privacy by injecting a single dose of noise into the
objective function. This design facilitates a leave-one-out analysis [19], enabling precise control of
entrywise errors in optimization problems. While most prior work on differentially private opti-
mization has focused on bounding ¢, errors, our framework extends the analysis to the entrywise
setting. Furthermore, our adaptation of the score attack technique [14]-originally developed for
{5 risk—to entrywise error analysis may have broader applicability in establishing entrywise lower

bounds for differentially private algorithms more generally.
1.2 Related Work

Some of the most historically significant contributions to the study of pairwise comparisons and
ranking include [50], which pioneered the use of pairwise comparisons for measuring psychological

values, and the seminal works of [9] and [36], which introduced the Bradley-Terry-Luce (BTL)



model. Additionally, [28] was the first to formulate the ranking problem as a maximum likelihood
estimation task.

In recent years, there has been growing interest in understanding the minimax rates of conver-
gence for ranking from pairwise comparisons. Several works — including [52, 41, 37, 42, 20, 19] —
adopt parametric assumptions, often relying on the BTL model, to study the minimax {5 or /.,
risk in estimating underlying parameters. Parallel to this, a nonparametric line of research focuses
on identifying the top-ranked items [45, 18] or estimating pairwise comparison probabilities under
the assumption of stochastic transitivity [43, 44, 39].

On the other hand, the trade-off between differential privacy and statistical utility has also
attracted substantial attention. A wide array of differentially private statistical methods have
been proposed and analyzed-ranging from Gaussian mean estimation and linear regression [13],
to nonparametric density/regression estimation [51, 11], M-estimators [35], and PCA [27]. These
methods are often grounded in foundational design paradigms such as the Laplace and Gaussian
mechanisms [24, 25|, and private convex optimization techniques [16, 17, 8, 34, 7].

Specifically on differentially private ranking, existing works such as [46, 29, 54, 47] focus on
the related but distinct problem of rank aggregation, where the goal is to combine multiple full
rankings into a single consensus ranking. [40] proposes a one-shot algorithm for ranking from
pairwise comparisons as an application of their private top-k selection method; we compare this
with our algorithms in Section 4. [14] studies a special case of our edge DP setting under ¢5 loss,
but does not directly address the ranking problem considered here.

Understanding the privacy-utility trade-off requires identifying the minimum possible loss in
accuracy among all differentially private methods. To this end, several powerful lower-bounding
techniques have been developed, including tracing attacks [10, 26, 48, 49, 31, 13, 11] and the
score attack [12, 14], as well as differentially private versions of Le Cam’s, Fano’s, and Assouad’s

inequalities [6, 32, 15, 2, 3].



1.3 Organization

The rest of the paper is organized as follows. Section 2 focuses on ranking under edge differential
privacy (DP). Section 2.1 presents the privacy and optimality analysis of the parametric estimator,
while Section 2.2 addresses the privacy guarantees and optimality of ranking by noisy counts under
edge DP. Section 3 turns to ranking under individual DP, with Sections 3.1 and 3.2 dedicated to the
parametric and nonparametric analyses, respectively. Section 4 provides a numerical evaluation
of our algorithms using both simulated and real datasets. Section 5 concludes the paper with
a discussion of open questions and directions for future work. Additional technical details and

omitted proofs are provided in the supplementary material [1].
1.4 Notation

< b, if a, < cb, for some universal constant

~Y

For real-valued sequences {a,}, {b,}, we write a,
c € (0,0), and a, 2 b, if a, > b, for some universal constant ¢ € (0,00). We say a, < b,
if a, < b, and a, 2 b,. ¢,C,co,c1,09,--+, and so on refer to universal constants in the paper,
with their specific values possibly varying from place to place. For a positive integer n, let

n] = {1,2,3,-- ,n}.

2 Optimal Ranking under Edge Differential Privacy

The ranking problem. There are n distinct items, indexed by [n] = {1,2,3,--- ,n}. Pairwise
comparisons between items are observed randomly and independently, where each pair (i, j),
1 < i < j < n,is compared with a known probability p € (0,1]. This results in an Erdés—
Rényi random graph G with n nodes and the observed comparisons constituting the edges. Every
observed pair (7, j) determines a unique winner, symbolized by the outcome Y;; € {0, 1}, satisfying
Yi; +Yj; = 1. Consequently, for ¢ < j, the random variable Y;; follows an independent Bernoulli
distribution with parameter p;; € [0, 1], and the requirement Y;; + Y;; = 1 implies p;; + pji = 1.
We assume p;; = 1/2 for clarity.

Our objective is to rank the set of n items based on the average true winning probabilities



when compared to randomly selected counterparts. This average winning probability for each item
i € [n] is formally denoted by 7; = = 3 jen) Pij- We are interested in estimating the index set Sk,
where Sy, = {i € [n] : 7; is among the top-k largest of 7,7y, ..., 7,} for a predetermined k € [n].

Parametric and nonparametric models. The ranking problem is studied under two mod-
els. The first one is a parametric model where p;; = F(0f — ¢7). Each item i € [n] is assigned a
latent parameter 67, and F' : R — [0, 1] is a predetermined link function. This model generalizes
well-known the Bradley-Terry-Luce (BTL) model [9, 36] for pairwise comparison, and recovers the
BTL model when F is the standard logistic CDF. With this parametric assumption, the ranking of
7; is equivalent to the ranking of #;, which further reduces to estimating the parameters {6 }icp).

The second model is nonparametric, in which we do not assume any parametric form for the
pij values, and instead aim to estimate the ranks directly. This nonparametric ranking problem
is the focus of a more recent line of work [45, 18, 45, 44]. We define and study these two settings
in Sections 2.1 and 2.2 respectively.

Edge differential privacy. Under these models, we study ranking algorithms satisfying (¢, )

differential privacy. The formal definition of (g,)-DP requires that, for an algorithm M taking

values in some domain R and every measurable subset A C R,

P(M(X)e A)<e®-P(M(X')e A+

for any pair of data sets X and X’ which differ by one unit of data. A pair of data sets which
differ by one unit of data is called adjacent data sets.

When specialized to pairwise comparison, one natural interpretation of adjacency is that two
sets of comparison outcomes differ by a single comparison. Concretely, two sets of comparison
outcomes Y = {Yj;}ujeg and Y' = {V/.}ijeq are adjacent if they satisfy one of following

scenarios.

e The comparison graphs are identical, G = G’, and there exists exactly one edge (i*,j*) € G

on which the comparison outcomes differ, Yi«;- # Y/ ... All other comparison outcomes are



identical: Y;; = Y}; for (i, 5) # (i*,5%).

e The comparison graphs G and G’ differ by exactly one edge: there exist a*,b*, c*, d* € [n]

and (a*,b*) # (¢*,d*), such that
G=0nG +{(a",0")},¢" =GNG +{(c",d")}.

The comparison outcomes Y = {Yj;}ijeg and Y' = {Y/ } i jjeg satisty Vi; = Y/, for all
(4,5) €GNG".

This notion of adjacency and the corresponding definition of differential privacy is akin to “edge

differential privacy” for graphs [38, 33], and we adopt the same term for our case.
2.1 Parametric Estimation under Edge DP

We first study ranking from pairwise comparisons under parametric assumptions: each item i € [n]
is associated with a latent parameter 6, and the pairwise probability p;; is related to the latent
parameters of items i, j by a known increasing function F' : R — [0, 1], specifically pi; = F(6; —07).
These assumptions conveniently reduce the problem of ranking n items by their average winning

probability against peers, 7; = n~1Y" jen) Pij» to the problem of estimating 6" = (Qf)z‘e[ny

2.1.1 The Edge DP Algorithm for Parametric Estimation

For constructing a differentially private estimator of 8*, our approach is to minimize a randomly
perturbed and />-penalized version of the negative log-likelihood function. For a vector v € R”,
indices 7, j € [n] and a given link function F, let Fi;(v) = F(v; —v;) and Fj;(v) = F'(v; — vy).

The negative log-likelihood function is given by

L(6;y) = ) —yijlog Fi;(8) — yjilog(1 — F;(6)). (2.1)
(1,5)€G
The estimator is defined by Algorithm 1.



Algorithm 1 Differentially Private Ranking for parametric models

Input: Comparison data (y;;)( jjeg, comparison graph G, privacy parameter ¢, regularity con-
stants k1, ko defined in (2.3) and (2.4).

1: Set A\ > 8% and vy > 4% and generate w = (wy, wy, -+ ,wy,) S Laplace()\).
2: Solve for
6 = argmin £(6;y) + %||0||§ +w'0, w=(w,ws, -, w,) eV Laplace(). (2.2)
6cR”

Output: 6.

Some regularity conditions on the function F' will be helpful throughout our analysis of 6. We

collect them here for convenience.
(A0) F:R — [0,1] is strictly increasing and satisfies F'(z) = 1 — F(—xz) for every z € R.

(A1) There is an absolute constant x; > 0 such that

< K1. (23)

(A2) 88—;2 (—log F'(z)) > 0 for every x € R, and there exists an absolute constant xy > 0 such that

2 2

. 1
Ere (—log F(x)) < Ka, \rﬁlgri@ (—log F(z)) > o (2.4)

In particular, choosing F' to be the standard logistic CDF satisfies these conditions and recovers
the BTL model.

Returning to the estimator (2.2), the random perturbation w '@ is an instance of objective
perturbation methods in differentially private optimization [17, 34]. Let R(0;y) denote the regu-
larized log-likelihood part, R(6;y) = L(0;y) + |/6]|3, then 6 amounts to the solution of a noisy
stationary condition VR(0;y) = —w. The solution 8 = 6(y) is differentially private when (1)
the scale parameter A\ of noise vector w is sufficiently large to obfuscate the change in VR(g)

over adjacent data sets, and (2) the regularization coefficient v ensures strong convexity of the

objective R(8), so that perturbation of the gradient is translated to perturbation of the solution



6. The privacy guarantee is formalized by Proposition 2.1.

Proposition 2.1. Suppose conditions (A0), (A1) and (A2) hold. If X > 8ky /e and v > 4y /e, 6

as defined in Algorithm 1 is (g,0) differentially private.

Proposition 2.1 is proved in the supplement [1].

We have so far not considered the convergence of 6 to the truth 0*, and in particular choosing
large values of A and ~ for differential privacy compromises the accuracy of the estimator 6. The
optimal choice of A\ and v, which balances privacy and utility, depends on the loss function.

When 7 = y/nplogn and F(z) = (14e %), the £y-penalized MLE 6 = arg ming_g. £(8;y) +
11163 is shown to be a minimax optimal estimator of 6* by [19]. By following a similar path
as the leave-one-out analysis in [19], we can then characterize the entry-wise convergence of 6 in
terms of the noise scale A. As the parametric model p;; = F(6; — ¢7) is invariant to translations

of 6%, we assume without the loss of generality that 8* is centered: 178* = 0.

Proposition 2.2. If v = co\/nplogn for some absolute constant cy, p > ciAlogn/n for some
sufficiently large constant ¢ > 0, and co < A < cov/logn for some sufficiently large constant

co > 0, it holds with probability at least 1 — O(n™?°) that

~ 1 Al
R e (2:5)

The proof is given in [1]. Combining the privacy guarantee, Proposition 2.1, with the rate of

convergence, Proposition 2.2 leads to the rate of convergence of our estimator 6.

Theorem 2.1. If v = cyy/nplogn for some absolute constant co > 0, p > c1logn/ne for some
absolute constant c; > 0, A = 8k /e, and cs(log n)_1/2 < e < 1 for some absolute constant co > 0,
then the estimator 0 defined in (2.2) is (g,0) edge differentially private, and it holds with probability
at least 1 — O(n™") that

logn  logn

+ . (2.6)
np npe

16 — 6" <

10



In Theorem 2.1, the assumed conditions ensure Propositions 2.1 and 2.2 are applicable. The
upper bound (2.6) follows from (2.5) in Proposition 2.2 by plugging in A < 1/e. The entry-wise
error bound implies that the latent parameters (6 );cp, can be ranked correctly as long as the true
kth and (k + 1)th ranked items are sufficiently separated in their 6 values for all k € [n — 1],

logn logn

07, — 07 > )
106 — O] 2 np + npe

(2.7)

More formally, if gk is the index of the top k values of the vector 8 then we have the following

result for the recovery of the true top-k set Sy.

Corollary 2.1. Under conditions of Theorem 2.1, if (2.7) holds for a fized k, then

P(Sp # Sp) = O(n™?).

In the separation condition (2.7), the O (ﬁi;) due to the differential privacy constraint can

dominate the O( kfp”) term, which is optimal in the non-private case, when for example ¢ =<
(logn)~"2 and p < %. The potentially severe cost of requiring differential privacy motivates

the next section which studies the inevitable cost of privacy for entry-wise estimation of 8*.

2.1.2 The Edge DP Lower Bound for Parametric Estimation

For an arbitrary (e,0)-DP estimator M(Y') of 8, we would like to find a lower bound for the
maximum /(, risk supgeg E||M(Y) — 0|| over the parameter space © = {6 € R" : ||0]| < 1},
which captures the inevitable cost of differential privacy for estimating 6.

To this end, we consider an entry-wise version of the score attack method [14]:

0 (1,7) € G ori,j #k,
(k) ) = Fi;0)
APMY), Yig) = ¢ (M(Y )i = 00) (yn — Fri(9)) 5= on

F! (6 .. .
| (MY )i = 00)(yin — Fi(0)) pratiay (3) € G and j = k.

(1,7) € Gand i = k,

11



It is an entry-wise version of the score attack in the sense that summing A® (M(Y),Y;;) over
k € [n] is exactly equal to the score attack for lower bounding the ¢, minimax risk. When the
reference to Y and M is clear, we denote A® (M (Y),Y;;) by Al(f).

Our plan for lower bounding the ¢, risk consists of upper bounding >, i<n IEAZ(-;-C) by the ¢,
risk and lower bounding the same quantity by a non-negative amount. The results of these steps

are condensed in Propositions 2.3 and 2.4 respectively.

Proposition 2.3. If M is an (,d)-DP estimator with 0 < € < 1 and p > 6logn/n, then for

sufficiently large n, every @ € © and every k € [n], it holds that

Z EYWAE? < 4rynpe - Ey | M(Y)), — O] + 4r1(n — 1)8 + 2kyn~ " (2.8)

1<i<j<n

Proposition 2.3 is proved by considering Y;;, an adjacent data set of Y obtained by replacing
Y;; with an independent copy. By differential privacy of algorithm M, IEAZ(;C) should be close to
EA® (M(Y;,),Y;;), which is seen to be exactly 0 by the statistical independence of M(Y;;) and
Yi;. The full details can be found in the supplement.

In the opposing direction, instead of a pointwise lower bound of >, <ici<n EywAl(-;-c) at every

0 € O, we lower bound the sum over a particular prior distribution of @ over ©.

Proposition 2.4. Suppose M is an estimator of @ such that supgeg E[|M(Y) — 0| < ¢ for a
sufficiently small constant ¢ > 0. If each coordinate of @ has density w(t) = 1(]t] < 1)(15/16)(1 —

t2)%, then for every k € [n] there is some constant C' > 0 such that

S EeEypAl) > C. (2.9)

1<i<j<n

We defer the proof of Proposition 2.4 to the supplement, and combine Propositions 2.3 and

2.4 to arrive at a minimax risk lower bound in /., norm for estimating 8 with differential privacy.

12



Theorem 2.2. Ifp > 6logn/n, e 2> (logn)™, 0 <e <1 andd Sn~t, then

1 1
2Ry — (2.10)
np  nmpe

inf supEye||M(Y) — 0|/ 2
o

MeM.s g

The first term in the lower bound (2.10) is exactly the non-private minimax rate proved in
[45, 19]. The second term is attributable to differential privacy.

The lower bound result given in Theorem 2.2 suggests that the perturbed MLE 0 is essentially
optimal except possibly a room of improvement by O(logn), but there is no implication about
differentially private ranking algorithms not based on estimating the latent parameters 8. The

next section considers differentially private ranking without relying on the parametric assumptions.
2.2 Nonparametric Estimation under Edge DP

If we drop the parametric assumption p;; = F(0; — 07), the estimand of interest shifts from 6*
to the index set of top-k items Sy for k € [n — 1] in terms of the average winning probability,
T = % > jep) Pig- In Section 2.2.1, we exhibit a differentially private estimator of Sy which exactly
recovers Sy when 7, and 741y are sufficiently far apart,

logn logn

+ )
np npe

1Ty — Tor)| 2

It is not a coincidence that the requisite separation is identical to its parametric counterpart (2.7).
We prove in Section 2.2.2 that this separation is the exact threshold for differentially private
ranking in either parametric or nonparametric case.

Formally, consider the space of pairwise probability matrices

logn logn
Otkm.o) = {p €0, 1" :p+p" =117, Tgm) — Thpmin) > C ( 52 % > } |
np npe

for k € [n—1] and 0 < m < min(k — 1,n — k — 1). Let dy(-,-) denote the Hamming distance

13



between sets, and an estimator S succeeds at recovering S within tolerance m if

sup P (dH(SZ, Sk) > 2m> = o(1).
p€O(k,m,c)

Exact recovery of Sy corresponds to m = 0. By adopting a similar framework to that of [45], we

can directly compare the requisite threshold for top-k ranking with or without differential privacy.

2.2.1 The Edge DP Algorithm for Non-Parametric Estimation

[45] shows that the Copeland counting algorithm, which simply ranks the n items by their number
of wins, exactly recovers the top-k items when the 7 values of the true kth and (k + 1)th items
are separated by at least O (, / 1‘;%). Algorithm 2 considers a differentially private version where

the items are ranked by noisy numbers of wins.

Algorithm 2 Differentially Private Ranking for nonparametric models

Input: Comparison data (y;;)( j)eg, comparison graph G, privacy parameter €.

1 Set Ny =3 . 4 iyeg 1(Yij = 1) denote the number of comparisons won by item i.
2: Generate

iid. 2
W =Wy, Wy, - | W,) X Laplace <g> )
3: Compute the top-k set
Sy = {i € [n] : N; + W; is among the top k largest of {N; + W;} ;e }-

Output: gk

The estimator S, defined in Algorithm 2 is (¢,0)-DP by the Laplace mechanism [24]: the vector
(N1, No,- -+, N,,) has {;-sensitivity bounded by 2 over edge adjacent data sets, and the set gk is
differentially private because it post-processes {N; + W;}icin-

gk recovers Sy within tolerance m as long as T(x—m), T(k+m+1) are sufficiently separated.

Theorem 2.3. For every k € [n — 1] and any sufficiently large constant C' > 0,

sup P (dH(gk,Sk) > 2m> <0(n™). (2.11)
peB(k,m,C)

14



Specializing the theorem to m = 0 leads to the threshold for exact recovery.

Corollary 2.2. For every k € [n — 1], if the matrix of pairwise probabilities p is such that

_|_

logn logn
np npe

1Ty — Tty = C (

for a sufficiently large constant C' > 0, we have P, (gk + Sk> < O(n™).

As a further consequence, if |74y — T(ey1)| > C < k;% + 12%) for every k, then the union
bound implies all n items can be correctly ranked with probability at least 1 — O(n~*). The next

section shows this threshold is optimal in the sense that no differentially private algorithm can

logn
npe

succeed at recovering Sy when |7z — 41| < € ( % + ) for a sufficiently small c.

2.2.2 The Edge DP Lower Bound for Non-parametric Estimation

To establish the tightness of the threshold % + 181 for differentially private ranking, we shall

npe

prove that the supremum of P, <dH(§k, Sk) > 2m> over the set of matrices

1 1
Ol = {p €[0,1]"" : p+p" =117, Tom) — Themt1) > € ( =2 4 o%") } |
np npe

is bounded away from 0 for sufficiently small ¢. In view of the lower bound, Theorem 2(b), in [45]

where the supremum is taken over

nxn logn
GO(kamac) = {p < [07 1] s p+pT = 11T77—(k’—m) = T(k+m+1) >c } )

it suffices to show that the supremum of P, (dH(gk, Sk) > 2m> over the set

logn
O(k,m,2c) = {p € 0,1 p+p" =117, Thm) — T(hrms1) > 2¢ nig }

is bounded away from 0, because ©(k, m,c) C ©°(k,m,2c) U é(k:, m, 2¢) for ¢ > 0.

15



For proving the lower bound over é(k‘, m, 2¢), the differentially private Fano’s inequality [6, 3]
reduces the argument to choosing a number of different p’s in é(k, m, 2¢) such that the distance
among the distributions induced by the chosen p’s is sufficiently small. We defer the details to

the supplement [1] and state the lower bound result below.

Theorem 2.4. Suppose the tolerance m is bounded by 2m < (1 + vo) 'min{n'~" k,n — k},

logn
npe

< ¢y, and § < ¢o(mlogn - nmm/@)*1 for a sufficiently small constant co. There is a small

constant c(1y, 1) such that every (¢,8)-DP estimator S satisfies

- 1
sup P, (dH(Sk,Sk) > 2m> > — (2.12)
pEé(k,m,c) 10
whenever ¢ < ¢(v1,v,) and n is sufficiently large. The inequality remains true if p = (pij)ije[n] is

additionally restricted to the parametric model p;; = F(0F — 07), as long as F' satisfies regularity

condition (A0) in Section 2.1.

In conjunction with Theorem 2.3, Theorem 2.4 yields that Sy is an optimal (g, 0)-DP estimator.
Setting m = 0 in Theorem 2.4 gives the lower bound for exactly recovering the top k items S.

In the exact recovery case, the threshold for full ranking of n items is when |74 — T(rin)| >

C ( % + log"> for every k.

npe

Remark 1. Because the lower bound continues to hold when restricted to the parametric model,
it in fact settles the O(logn) gap between the parametric upper bound Theorem 2.1 and the
parametric lower bound Theorem 2.2. If wy; = F/(0; —07) for some F' satisfying regularity conditions
(A0) and (A1) in Section 2.1 and 6" € ©, we have |7(t) — T(41)| =< [0,y — 65, )|- The existence of
an (e,9)-DP estimator with a faster rate of convergence than 6 would contradict the lower bound
above for recovering S,. Under the parametric assumptions, the perturbed MLE 0 is minimax

optimal for estimating the parameters 8*.
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3 Optimal Ranking under Individual Differential Privacy

The ranking problem. In Section 2, we studied edge differential privacy, where each observed
comparison between a fixed pair of items was protected.

We now consider a more realistic setting in which each of m users performs multiple item
comparisons. Specifically, each user k € [m] selects L unordered pairs {i,j} C [n| and reports
the outcome of each comparison. We continue to assume that all users share the same underlying
preference structure: there is a matrix p = (p;;)1<icj<n With p;j+pji = 1, pi = %, so that whenever
any user compares items ¢ and j, item ¢ is chosen (i.e., “preferred”) with probability p;; and item
J with probability p;;. By making p depend only on the item indices i, j, we assume all users draw
comparisons from the same pairwise preference distribution.

Concretely, for each user £k =1,...,m and each draw [ =1,..., L:
1. The user k selects an unordered pair {7, j} C [n] uniformly at random.
2. They record Y( D= 4 1ifiis preferred, or Y(k | if j is perferred.

All comparisons are independent across users and draws. The entire dataset is therefore
D={V" 1<k<m, 1<I<L, 1<i<j<n}, (3.1)

where each nonzero Y D follows ]P’(Y(k - —|—1) = pij, and ]P’(Y;gk’l) = —1) = Dji-
Our objective remains to rank the n items by their “average preference score” 7; as defined in

Section 2 and, for a given k € [n], recover the top k set.

Individual Differential Privacy. With the pairwise comparisons made by m users, it is natural
to consider all L comparisons made by a single user, as opposed to a single pairwise comparison,
as one unit of data. As the result, in this section we require the ranking algorithm M to satisfy

that, for every event A,

P(M(X) € A) < e -P(M(X') € A) +6
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for any pair of data sets X and X’ which differ by pairwise comparisons made by any single user.
To differentiate this definition from the edge DP definition in Section 2, we say that such a ranking

algorithm M satisfies (e, ¢) individual differential privacy.

Relationship between Edge DP and Individual DP. The critical, and only, difference be-
tween our two definitions of differential privacy is their respective notion of adjacency. In the
edge DP formulation, any pair of data sets differing by a single comparison is adjacent, and an
edge DP ranking algorithm is therefore required to behave similarly over them. In contrast, under
individual DP, a pair of data sets is adjacent if their difference consists of up to L comparisons
made by a single user, and an individual DP algorithm is required to behave similarly over any
such pair. From an adversarial perspective, an edge DP algorithm prevents an adversary from
inferring the presence of any single comparison in the input data, and an individual DP prevents

an adversary from inferring the presence of a user.

Next, we build on the edge DP algorithms of Section 2 so that the entire bundle of L compar-
isons from each user is protected. Because each user’s L draws can collectively influence counts or
likelihoods, our noise scales must be adjusted accordingly, by roughly a multiplier of L compared
to the edge DP case. In the next subsection, we show how to privatize the maximum likelihood
estimator for parametric scores, and then we turn to a counting-based approach for nonparametric

top-k recovery under this stronger, individual-level privacy constraint.
3.1 Parametric Estimation under Individual DP

We assume the same parametric model as in Section 2: each item i € [n] carries a latent score
g7 € R, and for any pair (¢, ), the probability that ¢ is preferred over j is p;; = F(@;‘ — 9;),
where F' : R — (0,1) is a known, strictly increasing function satisfying F(z) = 1 — F(—x).
Across all m users, each user k draws L item-pairs (with replacement), and records the outcome
Yig-k’l) € {+1,—1} with probability p;; and p;; respectively, whenever they compare (i,7). All

comparisons are independent across users and draws.
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Define M;; = |{k € [m], | € [L] : user k compares (i, j)}| and

S S )
t k,l:
(4,5) compared

In words, M;; counts how many times (¢, j) was compared over all users, and Y;; is the empirical
fraction of times ¢ was chosen over j. Then, up to additive constants independent of #, the negative

log-likelihood over all mL observations is

LOY) = D My|~Yy log Fy(0) — (1- ;) log(1 - Fy(0))]

1<i<j<n

where F};(0) = F (6, — 6,).

Individual DP estimator. Consider the perturbed MLE

0 = argmin £(0;y) + %HOH% +w'0, w=(w,wy, - ,w,) NV Laplace(\). (3.2)
OcR™

Since each user contributes at most L comparisons per pair, our noise scales must scale with L.

We have the following individual DP guarantee.
Proposition 3.1. Suppose conditions (A0), (A1) and (A2) hold. If X > 8L-ky/e andy > 8Lky /¢,
0 as defined in Algorithm 1 is (¢,0) differentially private.

With the noise scales set as above and under the usual sampling regime (m large enough so

that nlogn/(me) = O(1)), a similar leave-one-out analysis as the edge DP case leads to the

following accuracy result.

Theorem 3.1. Assume (A0)-(A2) and fix ¢ € (co(logn)™"/2, 1), with L a constant. Choose
v =8Lky/e and A\ =8 Lk /e. If m and n satisfy nlogn/(me) = O(1), then 6 is (,0)-DP, and

it holds with probability at least 1 — O(n™>) that

||§_0*||oo < In logn . nlogn‘
m me
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In particular the first term matches the non-private minimax rate \/W, and the second
term quantifies the cost of individual DP.
Minimax lower bound. We can further show that no (¢,0)-DP estimator can achieve a smaller
worst-case , error. By the same reduction argument from parametric estimation lower bound to
top k ranking lower bound made in Remark 1 in Section 2, we shall prove a ranking lower bound

in the nonparametric case, which then implies the following estimation lower bound.

Theorem 3.2. If \/(nlogn)/m + (nlogn)/(me) < ¢y and &6 S n™'"% for some w > 0, then any

(€,8)-DP estimator 0 must satisfy

sup EH@\_HHOO > In logn n nlogn.
[6llco<1 m me

Hence 6 of Theorem 3.1 is minimax optimal up to constants.

3.2 Nonparametric Ranking under Individual DP

Next, we drop any parametric assumption on p;; and directly recover the top-k set based on
Ti = %Z?:l Pij-

Count-based estimator. Let N; be the total wins of item 7. Replacing one user’s L com-
parisons can change each V; by at most L, and we therefore add i.i.d. Laplace(L/¢) noise to each
coordinate.

By the Laplace mechanism [24], the resulting noisy counts N; in Algorithm 3 are (,0)-DP,

and ranking items by {NZ} preserves individual-level differential privacy.

Algorithm 3 Individual-DP Top-k via Noisy Counts
Input: All comparisons {Y*"} and privacy parameter ¢ > 0.
: For each i € [n], compute N; = >, >0, SE ]1(Y%§.k’l) = +1).
2: Draw Wy,..., W, £ Laplace(L/e).
3: Form N; = N; + W fori=1,... n. _
4: Output Sy = the indices of the top k values among {NV;}.
Output: gk

—_
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Fix a tolerance v € {0,1,..., min(k — 1,n — k — 1)}. Define

Ok, ue) = {p: 0,1, pij + pji = 1, Ty = Toewurn) = o /2182 4 2 |,

where 71y > 7(9) > -+ > 7). We show that the noisy counts succeed at recovering the top items

with overwhelming probability.

Theorem 3.3. There exists C' > 0 such that, for any k and u, if p € O(k,u,C), we have
P(dH(gk,Sk) > 2U) = O(?’L_5).

In particular, when u = 0, ezact recovery holds with probability 1 — O(n~>) provided that

m me

T(k) — T(k+1) = C( m“"w).

As a further consequence, if |7 — 741y > C ( ”10% + %) for every k, then the union
bound implies all n items can be correctly ranked with probability at least 1 —O(n™*). The next
theorem shows this threshold is optimal in the sense that no differentially private algorithm can

nlogn

succeed at recovering S, when |7y — 11| < ¢ ( ”k’% + 12—5) for a sufficiently small constant

C.

Nonparametric ranking lower bound. By a DP Fano argument analogous to [6, 3], no (e, d)-

DP procedure can reliably recover S, when the gap 74 — 7(4+1) is smaller.

Theorem 3.4. Assume \/(nlogn)/m+ (nlogn)/(me) < ¢y and § < co(u lognnm“/g)_l. Then

for sufficiently small ¢ and large n,

inf P MY 2u) > L.
Mér}\/le,é pe(ggcr,)u,c) (dH< ( )’Sk)> U) -0

In particular, ezact recovery (u = 0) fails if for some k, T4 — 1) < c(y/(nlogn)/m +
(nlogn)/(me)).
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Together, Theorems 3.3 and 3.4 show that the requirement +/(nlogn)/m + (nlogn)/(me) is

both necessary and sufficient for privately recovering the top-k set under individual DP.

4 Numerical Experiments

We conduct three sets of experiments to evaluate the numerical performance of our algorithms
and to guide their practical application. !

In Sections 4.1 and 4.2, we use simulated data to study the accuracy of edge DP and individual
DP algorithms respectively. The numerical results qualitatively confirm the dependence of esti-
mation and ranking errors on all parameters: the number of items n, the number of individuals
m, sampling probability p. Notably, the results support the most striking difference between the
rates of convergence under edge DP and their counterparts in individual DP, namely that the
former is a decreasing function of the number of items n but the latter is increasing in n.

To complement these theoretical and simulation studies, Section 4.3 applies the individual
DP ranking algorithms to two real-world datasets: a student preference dataset from [22] and
an immigration attitude survey from [53]. Both datasets naturally align with the individual DP
framework, as each involves individuals comparing multiple pairs of items. In such contexts,
participants’ opinions—on topics such as university preferences or immigration policy—are sensitive
and merit privacy protection.

For practical applications of our ranking algorithms, we highlight three findings from the

experiment results.

e For recovering ranks, the non-parametric, counting based algorithm generally outperform the
parametric estimation algorithm, in both edge and individual DP and across all settings of
n, p, m, and €. Both the parametric and nonparametric algorithms significantly outperform

the one-shot algorithm in [40] in our numerical experiments.

e The individual DP algorithms are accurate when the number of items is small but the number

IThe code for reproducing the numerical experiments is at https://github.com/abhinavc3/DP-Ranking.
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of comparisons is large. The edge DP algorithms, in contrast, perform well when both the
number of items and the number of comparisons are large. With the caveat that the privacy
protections offered by edge DP and individual DP are quite different, this observation may
nevertheless be relevant when there is flexibility in choosing which DP framework to apply

to the data analysis task.

e The estimation errors at ¢ = 2.5 or greater tend to be much closer to the non-private
estimation errors than to the estimation errors at, say € = 1, possibly suggesting that
choosing ¢ = 2.5 is a promising choice for balancing the privacy and utility of our algorithms.
While the e values in different contexts and applications are not inherently comparable [4],
a privacy parameter of ¢ = 2.5 is smaller than or comparable with the ¢ values adopted by

prominent adopters of DP, such as Apple, LinkedIn, or the US Census Bureau [21].

4.1 Simulated Data Experiments under Edge DP
4.1.1 Setup

Data Generation The pairwise comparison outcomes are sampled from the BTL model, with
various values of the number of items n and sampling probability p as specified in the experiments

below. We fix the value of k = n/4 and generate our 6;, up to centering, by

1 if 1<k,

Unif(0.2,0.7) if >k

Evaluation Metrics for Parameter Estimation: For evaluating the parametric estimation

algorithms, we consider the /., and /5 relative errors on logarithmic scale, log (“‘T@fﬁ”"") and

log <”7|;f |L”2>, where 0 is the estimator and 6* is the true parameter.

Evaluation Metric for Top-k set recovery: Under both the parametric and nonparametric

models, we evaluate the performance of top-k recovery by one minus the size of overlap between

23



|ISKNSk|
k

the estimator and the truth, 1 — , where Sy is the true top-k set and §k is an estimator.

4.1.2 Experiments

Experiment 1. We study the number of items n’s effect on the accuracy of our estimator
(Figure 1). The sampling probability p is fixed at 1, and we consider four privacy levels ¢ €
{0.5,1,2.5,00}. All loss functions decrease as n increases, demonstrating the consistency of our
suggested approaches. It is noteworthy that, for top-k set recovery, the nonparametric Copeland

algorithm outperforms the penalized-MLE in both the private and non-private regimes.
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Figure 1: Edge DP estimation errors versus the number of items n at various privacy levels.

Experiment 2. We investigate the effect of edge probability p on the accuracy of the proposed
methods (Figure 2). The sample size is fixed at n = 300, and ¢ varies across four different levels
{0.5,1,2.5,00}. As p increases, we observe more pairwise comparisons, effectively increasing the
sample size and leading to better performance.

Experiment 3. Here we investigate the effect of privacy parameter € on the accuracy of our
methods (Figure 3). The sample size is fixed at n = 300, and the sampling probability p varies

across four levels {0.25,0.5,0.75,1}. Increasing e reduces the errors.
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Experiment 4. We compare the non-parametric and parametric algorithms with the one-
shot algorithm proposed by [40] at fixed p = 1 and various n and € values (Figure 4). In terms of

relative Hamming errors, our algorithms significantly outperform the one-shot algorithm.
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Figure 4: Relative Hamming errors of our algorithms and the one-shot algorithm in [40] at p = 1
and various levels of n and ¢.

4.2 Simulated Data Experiments under Individual DP

For individual DP simulations, we keep the generation of # and evaluation metrics the same as
in Section 4.1, and study the accuracy impact of varying the number of items n, the number of
individuals m, as well as the privacy level e. The number of comparisons contributed by each
individual, consistent with the assumption of our theoretical analysis, is chosen to be an absolute
constant L = 5.

Similar to the edge DP case, the theoretical dependence of estimation errors in n, m and ¢ is
corroborated by the numerical results. In contrast to Experiment 1 in Section 4.1, the estimation
errors under individual DP increases with the number of items n. The role of m in individual DP
is similar to that of edge probability p in edge DP; the behavior of estimation errors versus ¢ is
also similar to the edge DP case.

Experiment 5. We study the number of items n’s effect on the estimation errors (Figure
5). The number of individuals is fixed at m = 1000, and we consider four privacy levels ¢ €

{0.5,1,2.5,00}.

Experiment 6. We study the effect of varying the number of individuals m (Figure 6). The

sample size is fixed at n = 16, and ¢ varies across four different levels {0.5,1,2.5, co}.

26



n n I
S E e
I
bbb
<
]
o
2
©
bbb
. +
o 1 O n o ! o u;n o © ® ©vw ¢ N o N
S m @A 8 & A 4 9 9 4~ 8 8 © o© & o
o o o o o o o o o
Huiunod eiA s Bulwwey '[9y Joula 7 anneal boj
n n o
S E "
[T T (T}
bbb oW
<
]
o
3
© w
. +
0 o n o n
© ~ © 1 ¥ MmN A O - - ° 5 S
|

S 6 3 o o 8 6 o o
UOI3RWIISA BIA 113 BujwweH '|ay

10113 ®7 9AI3eR 6O

Figure 5: Individual DP errors versus the number of items n at various privacy levels.
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Experiment 7. We investigate the effect of privacy parameter ¢ on the accuracy (Figure
7). The sample size is fixed at n = 16, and the sampling probability m varies across four levels

{250, 500, 1000, 2000}.
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Figure 7: Individual DP errors versus the privacy level € at various levels of m.

4.3 Real Data Analysis under Individual DP

Now we move beyond simulations and study the effectiveness of our algorithms on real data sets.
As real data sets do not have “true” rankings, we measure the accuracy of our algorithms by the
average difference in ranks produced by the DP algorithm versus those by its non-DP counterpart,
which quantifies the loss of accuracy attributable to differential privacy constraints in the practical
task of ranking items.

4.3.1 Data Sets

University Preferences The university preference data set [22] is collected in a survey con-
ducted among students in the “Community of European Management Schools” (CEMS) program
by the Vienna University of Economics. The data set consists of observations from 303 students
(m = 303) and records their preference between pairs of European universities for their semester

abroad. For each student, a total of 15 (L = 15) pairwise comparisons between 6 universities
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(n = 6) were asked for, and then an overall ranking of all universities was derived using the

comparison outcomes.

Student Attitudes on Immigration This dataset is collected in a survey conducted by [53]
to understand public opinions on immigration. The survey collected responses from 98 students
(m = 98), each agreed to answer at least one paired comparison drawn from a pool of four extreme

statements about immigrants (n =4, L = (3) =6).
4.3.2 Results

In both examples, the individual DP algorithms can produce ranks close to the non-DP estimated
ranks. As the non-DP, noiseless algorithms are known to be optimal without differential privacy
(45, 19], it is further implied that the DP ranks are also of high quality. Although our theoretical
results do not encompass the mean absolute difference in ranks, this metric’s behavior versus the

privacy parameter € is as expected: lower €, namely stronger privacy level, results in noisier ranks.
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Figure 8: Mean rank difference versus . Left: CEMS data. Right: immigration data.

Similar to the simulated data case, the real data results exhibit clear advantages of the non-
parametric ranks over the ranks based on parametric estimation at the same privacy level. It
therefore appears that, if differentially private ranking is of the main interest, one should generally
prefer the non-parametric method. However, the parametric method offers a notable benefit: it
provides differentially private estimates of pairwise winning probabilities at no additional cost,

since these are deterministic functions of the parameters under the BTL model.
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5 Discussion

In this paper, we proposed differentially private algorithms for ranking based on pairwise compar-
isons, analyzed their rates of convergence, and established their optimality among all differentially
private ranking procedures. Our theoretical results were supported by numerical experiments on
both real and simulated datasets. We conclude by outlining several directions for future research.

Further theoretical analysis of individual DP. A comparison between edge DP and in-
dividual DP reveals intriguing differences in how privacy constraints impact statistical accuracy.
For example, under edge DP, the rate of convergence improves as the number of items n increases,
whereas under individual DP, it worsens. This divergence highlights fundamentally different sta-
tistical costs associated with the two privacy models. However, our theoretical treatment of
individual DP remains less comprehensive than that of edge DP, largely due to the simplifying
assumption that the number of comparisons L contributed by each individual is fixed and known.
Removing or relaxing this assumption may lead to a deeper understanding of individual DP in
more realistic settings.

The cost of approximate and pure differential privacy. Interestingly, the optimal
(¢,0)-DP ranking algorithms proposed in this paper also satisfy the stronger (g,0)-DP, possibly
implying that, for our ranking problem, the cost of “pure” differential privacy is not higher than
that of “approximate” differential privacy, when measured by the minimax rate of convergence
and ignoring the exact constants in the minimax risk. This phenomenon stands in contrast with
differentially private (Gaussian) mean estimation in high dimensions [6, 48, 13|, where the optimal
rate of convergence with (g, 4)-DP explicitly depends on 4. It is an interesting theoretical question
to understand the conditions under which approximate (g, §)-DP is strictly less costly to statistical
accuracy than pure (g,0)-DP, in terms of either the minimax rate or better constants at the same
minimax rate.

Lower bound technique for entry-wise parametric estimation. Under the parametric
model, a single dose of noise added to the objective function simplifies the privacy analysis, and

avoids potentially higher privacy cost incurred by iterative noise addition required by methods
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such as noisy gradient descent. The entry-wise error analysis of the perturbed MLE is potentially
applicable in other statistical problems where entry-wise or /., errors are of primary interest. On
the lower bound side, the entry-wise version of score attack in Section 2.1.2 results in a O(logn)
gap from the optimal lower bound in Section 2.2.2. One would wonder if this method can be

strengthened to eliminate such gaps.
Data Availability Statement

The real datasets used in this study are publicly available in the prefmod package for R. Specifically,
the university preference dataset from [22] is available as cemspc, and the student attitudes on

immigration dataset from [53] is available as immig.
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